NH®OPMALIMOHHAA NMAMATKA
ana ObYYAIOLMXCA

C kaxabiM rogoM MOSOAEXM B UHTEPHETE CTAHOBUTLCS OOnbLUE, a LUKONTbHUKN O4HM U3 CaMblX
aKTUBHbIX Nonb3oBatenen PyHeTa. Mexay Tem, MOMUMO OFPOMHOIO KONM4YeCcTBa BO3MOXHOCTEN,
WMHTEPHET HeceT 1 nNpobnembl. 3Ta NnamsaTKa gomkHa NoModb Tebe 6e3onacHo HaxoaAnTLCA B CETH.

KOMI'II:I-OTeprIe BUPYCbI

KoMnbloTepHbIii BUPYC - 3TO PasHOBUOHOCTb KOMMbIOTEPHBIX MNPOrpamMm, OTANYUTENBHOW
0COBEHHOCTBIO KOTOPOW SIBMSIETCS CMOCOBHOCTL K pa3MHOXEHUI0. B LoMoNHeHre K 3ToMy, BUPYChbl MOTYT
NOBPEAMUTb UMW NOMHOCTLIO YHUUTOXMNTb BCE (paiirbl U AaHHbIE, NOAKOHTPOMbHbIE NOMb30BaTento, OT
MMeHM KOTOPOro Obina 3anyLleHa 3apaxeHHas nporpamma, a Takke NoBpeanTb UMK AaXKe YHUYTOXKUTb
onepaLMoHHY CUCTEMY CO BceMu dhaiinamu B LienioM. B GonbLUMHCTBE CriyyaeB pacnpocTpaHsoTCs
BMPYCbl Yepes MHTEPHET.

MeToabl 3aLmMTbl OT BP€AOHOCHLIX Nporpamm:

1. Wcnonb3yi coBpeMeHHble onepaLnOHHbIE CUCTEMBI, UMEIOLLME CEePbE3HbI YPOBEHb 3aLUUThI
OT BPEAOHOCHbIX NpOrpamm;

2. TlocTosiHHO ycTaHaBnvBawm navtu (LMdpoBble 3annaTki, KOTopble aBTOMaTUYECKN
yCTaHaBnMBaloTCA C Lenbto JopaboTkm nporpamMmmel) u gpyrue obHOBNEHMS CBOEN onepaunoHHON
cucTtembl. CkaumBanm vx TorMbKo ¢ oduumansHoro canta paspabotunka OC. Ecnu cyluectByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabortali Ha cBoeMm KoOMnbloTEPE NOA4 NnpaBaMu nosfib3oBaTtesida, a He agMUHUCTpaTopa. 3710 He
no3BOJINT 60ﬂbLIJI/IHCTBy BPEOOHOCHbIX nNporpamMmm NHCTamnmpoBaTbCA Ha TBOEM NMEPCOHASIbHOM
KOMMNbIOTEpPE,

4. Vcnonb3yin aHTMBMPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHLIX MPOV3BOAMTENEN, C
aBTOMaTM4YeckUM obHoBMEHVEM 6a3s;

5. OrpaHunyb hranyecknii 4OCTYN K KOMMbIOTEPY AN MOCTOPOHHUX NNL;

6. Wcnonb3yn BHELWHWE HOCUTENN MHdopMaLmMK, Takne Kak dreLuka, guck nnu dann u3s
WHTEpPHeTa, TOMbKO 13 MPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBai KOMNbIOTEPHbLIE (halrbl, NONYy4YEHHbIE N3 HEHAAEXHbIX UCTOYHUKOB. [laxe Te
havinbl, KOTopble NpUcnan TBOW 3HaKOMbIN. Jlydlie yTOYHN y Hero, oTnpasnsan nu oH Tebe umx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepegayn AaHHbIX, HE TEXHONOIWS, a BCcero nuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHgckas komnaHus 3apernctpupoana 6peHg "WECA", yto 0603Hayano cnosocoyetTaHue
"Wireless Fidelity", koTopbii nepeBoaunTcs kak "6ecnpoBogHasi TOYHOCTb".

[o Hawero BpemeHu gowna gpyras abbpesumaTypa, KoTopas SABMAsSIETCS TAKOW XXe TEXHONOormen.
OT10 abbpeBunatypa "Wi-Fi". Takoe Ha3BaHuMe BbINO 4aHO C HAMEKOM Ha CTaHAApPT BbICLLEN 3BYKOBOW
TexHuku Hi-Fi, 4yTo B nepesoae o3HayvaeT "BbicOKasi TOYHOCTL".

[a, 6ecnnaTHbI MHTEPHET-AOCTYN B Kadbe, OTENSAX U a3ponopTax ABMseTcs OTNNYHON
BO3MOXHOCTbIO BbIXxoda B MHTEPHET. Ho MHOrmMe akcnepTbl cuutaroT, 4to obwenoctynHele Wi-Fi cetn He
ABNA0TCA 6e3onacHbIMA.

CoBeTbl N0 6e3onacHocTM paboThl B 06wWenocTynHbIx ceTax Wi-fi:

1. He nepepasan cBOW NUYHYO MHGOpMauuio Yepes obenoctynHole Wi-Fi cetn. PaboTtas B
HWX, )XenaTenbHO He BBOAUTL Naponn AOCTyNa, NOTMHbI U Kakue-To HOMepa;

2. Wcnonb3yn n 0GHOBMAN aHTUBMPYCHbIE Nporpammbl U 6paHamayep. TeM caMbIM Thbl
obesonacuwb cebs OT 3akadku BUpyca Ha TBOE YCTPOWCTBO;

3. TMpwn ncnonb3soBaHum Wi-Fi oTknioum dpyHkumio "O6LWwmin goctyn K pannam v npuHTepam”.
HaHHas dyHKLMSA 3aKpbiTa N0 YMONMYaHUIO, OAHAKO HEKOTOPbIE NONb30BaTENN akTUBUPYIOT ee ANs
ynobcTBa ncnonb3oBaHus B pabote
unu yyebe;

4. He ucnonb3yn nyénuunbin WI-FI ona nepegaym nu4HbIX AaHHbIX, HANpMMep A4 BbIXoA4a B
coumanbHble CeTU UMW B SNEKTPOHHYIO MOYTY;

5. Wcnonb3yn Tonbko 3aluumieHHoe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npun Habope Beb-



agpeca BBogu MMeHHo "https://";

6. B mobunbHoMm TenedoHe oTknoun pyHkumto "TMogkntoveHune k Wi-Fi aBTomaTtuyeckn”. He
Aornyckanm aBTomaTU4eCcKoro nogknoveHunsa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTn akTUBHO BXOAST B HALLY XXM3Hb, MHOTME NMoan paboTaloT U XUBYT TaMm
NocTosAHHO, a B Facebook yxe 3apernctpupoBaH munnuapg 4YenoBek, YTo ABMSETCSH O4HON CeAbMOMN
BCEX XMUTenen nnaHeTbl. MHOrMe nonb3oBaTenu He NOHMMALOT, YTO MHAOPMaLUUS, pa3MeLLleHHas MK B
coumanbHbIX ceTsax, MOXeT OblTb HaAeHa 1 UCNoNb3oBaHa kem YrogHo, B TOM Yncne He 06s3aTenbHo ¢
Bnarumn HamepeHuamu.

OcHoBHble coBeTbl N0 6e30NacHOCTN B COUManbHbIX CETAX:

1. OrpaHunyb cnncok apysen. Y Tebs B Apy3bsiX HE AO/MKHO ObiTb CIyYanHbIX 1 HE3HAKOMbIX
noaen;

2. 3awmiian cBol YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaTy TBOEro
POXAEHUSA U APYIYIO NIUYHY0 MHOPMaLUMIO. 3MOYMBbILLAEHHWKN MOTYT MCMOMb30BaTh Aaxe UHOopMaunio
O TOM, KaK Tbl U1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awuwaii cBolo penyTauuio - AepXn ee B YNCTOTe M 3aaaBait cebe Bonpoc: XxoTen 6bl Thl,
yTOObI ApPYyrMe nonb3oBaTeny BUAENN, YTo Thi 3arpyxaellb? MNoaymait, npexae Yem YTo-To
onybnukoBaTk, HanucaTb U 3arpyaunThb;

4. Ecnu Tbl FOBOPULLL C MOABMU, KOTOPbIX HE 3HaELLb, HE UCMONb3YI CBOE pearibHOe UMSs U
APYryIo NINYHYI0 MHGOPMaLUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyes;

5. WN3Geran pasmelueHus dotorpacduin B VIHTepHeTe, rae Tbl M306paXkeH Ha MECTHOCTH, MO
KOTOPOM MOXXHO ONpeaenuTb TBOE MECTOMOSMOXEHNE;

6. [lpwn permuctpauuu B counanbHOM ceTM He0H6X0AMMO UCMOMB30BaTh CIIOXHbIE NapOnu,
cocrosime ns 6yks 1 LUpP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. [Ana coumansHOn ceTu, NoYTbl U OPYrMX CaMTOB HEOGXOAMMO MCMOMNb30BaTh pasHbIe Naposnu.
Tor,u,a ecnu Tebs B3ITOMaKOT, TO 31I0YMbILUNEHHUKN nonydaT AOCTYyn TOJIbKO K 0AHOMY MECTY, a He BO BCe
cpasy.

sneKTpoHHble AEeHbrn

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YA0OHbIN cnocob nnaTexen, 04HaKo CyLLECTBYHOT MOLUEHHUKM,
KOTOpbI€ XOTST NOMAY4YNTb 3TN AEHbLIN.

aﬂeKTPOHHbIe OEeHbIn NoABUIINCb COBCEM HEAABHO N MMEHHO MU3-3a 3TOIN0 BO MHOIMX rocygapcrBax
00 C1X NOop He NponncaHo Npo HKUX B 3aKOHax.

B Poccum ke oHu (*)yHKLI,I/IOHVIpy}OT M O HUX yXe nponncaHo B 3aKOHe, rge ux pasgensdtoT Ha
HECKOJSIbKO BMAOB - aHOHUMHbIE U HE aHOHUMHBbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO TE, B KOTOPbIX
paspellaeTca npoBoAnTb onepaunn be3 VILI,eHTVI(*)MKaLI,I/II/I nonb3oBaTend, a B HEaHOHUMHbIX
VI,D,eHTI/I(*)VIKaU,I/IFl nonb3oBaTtens siBNseTcsa 00s13aTeNbHOMN.

Takke crieayeT pasnuyaTtb 3MNEKTPOHHbIE hraTHble AeHbMM (PaBHbI FOCY4APCTBEHHBIM BanoTam) n
SMNEKTPOHHblE HemaTHbIe AEHBIN (HE paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6Ge3onacHow paboTe ¢ ANeKTPOHHBIMU AeHbramu:

1. TpmBSHKM K cHETY MOBUNBHBLIM TenedoH. 3To camblil YAOOHbIN U BbICTPLIA cnocob
BOCCTAHOBUTb AOCTYN K c4eTy. [puBsi3aHHbI TenedoH NOMOXET, ecnn 3abyaeLlb CBOM NITaTEXHbIN
naposib Unu 3angellb Ha CanT ¢ HE3HAKOMOro YCTPONCTBA;

2. Wcnonb3yi ogHopa3soBkie naponu. Nocne nepexofa Ha yCUEHHYO aBTopusaumio tede yxe He
OygeT yrpoxaTtb ONacHOCTb KpaXkn Unmn nepexesaTa nnaTexHoro napons;

3. Bblbepu crnoxHbein naponb. [pecTynHukam OyaeT He NpoCTO yragaTb CIOXHBIA Maposb.
HapexHble naponu -
3TO NMaponu, KOTopble cogepxaT He MeHee 8 3HaKoB U BKINOYatoT B cebsi CTPOYHbIE U MPONUCHbIE BYKBHI,
umnbpbl M HECKONMBbKO CMMBOJIOB, Takune Kak 3Hak gonnapa, yHTta, BOCKNUUATENbHbIN 3HaK 1 T.M.
Hanpumep, $tRONg!;;

4. He BBOOW CBOM NN4YHbIE AAHHbIE HA canTax, KOTOpPbIM HE JOBEepAELb.



OneKTPpoHHasA noyTa

OneKTpoHHas noyTa - 3TO TEXHONOrMs U NpeaoCcTaBnsieMble el YCyrn No nepechinke u
NONy4YeHMI0 ANEKTPOHHbIX COOBLLEHNI, KOTOPbIE pacnpeaenstnTcs B KOMMboTepHOM ceTn. OBbIUHO
3MNEKTPOHHBIN NMOYTOBbIV ALWMK BbIFSANT CrieaylowmM o6pasoM: UMS_Monb3oBaTend@ums_aoMeHa.
Tarke Kpome nepedayn NpocToro TEKCTa, MMeeTCs BO3MOXHOCTb NepeaaBaTthb hannsbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHOW NOYTON:

1. Hapo BbIGpaTb NpaBusnbHbIA NOYTOBLIM CEPBUC. B MHTEpHETE eCTb OrpOMHbIN BbIGOp
BecnnaTtHbIX NOYTOBbLIX CEPBMUCOB, OAHAKO Ny4lle OBEPSATb TEM, KOro 3HaeLLb 1 KTO NEPBbLIA B PENTUHTE;

2. He ykasbiBa B TMYHOWN NOYTE NUYHYO MHGOpMauuio. Hanpumep, nyywe BbibpaTb
"My3blkanbHbIN_aHat@" unu "pok2013" BmecTto "remal3";

3. Wcnonb3yii oByxaTanHyo aBTopusaumto. ATo Korga NoMmMMO Napornsi HY)XXHO BBOAUTb KoA,
npucbinaembii no SMS;

4. Bbibepu crioxHbin naponb. s KaXxaoro NoYTOBOro slMKa OOIMKEH ObiTb CBON HAaOEXHbIN,
YCTOMYMBBLIN K B31IOMY Naposib;

5. Ecnu eCcTb BO3MOXHOCTb HanucaTb CamOMy CBOW NIMYHbIN BOMPOC, MCNOMNb3YN 3Ty BO3MOXHOCTb;

6. Wcnonb3yi HECKOSBbKO NOYTOBLIX AWMKOB. [epBbIvi 4ns YacTHOW NEPENnUCKM C agpecaTamu,
KOTOpPLIM Tbl JOBEpPsiEllb. TO 3NEKTPOHHbIA aapec He Hao UCMONb30BaTb NPU perncTpauun Ha
dopymax n canTax;

7. He oTtkpbiBan dannbl 1 Apyrue BroXeH!Us B NUCbMax, A4aXke eCnv OHU NPULLIAX OT TBOUX
apysen. Jlyywe yTouHM Y HUX, OTNpaBnsann nn oHn Tebe aTu dannsbl;

8. T[locne okoH4YaHMsA paboTbl HA MOYTOBOM CEPBUCE NEpea 3aKpbITUEM BKIMaAKu C CAUuTOM He
3abyab HaxaTb Ha "Beitn".

KnbepOynnuHr unm BuptyanbHoe nsaeBaTefibCTBO

KnbepbynnuHr - npecnegosaHne coobLLeHnsiMu, cogepxatiumm ockopbneHus, arpeccuio,
3anyrmBaHue; XynuraHcTeo; coumarnbHoe 60MKOTUPOBaHME C MOMOLLBIO Pa3fNYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kMbepbynnUHrom:

1. He ©pocaiica B 6onm. Jlydwwimin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, eCcnn HET Toro, K
KOMY MOXXHO 06paTuTbCsl, TO BHaYarne ycnokomTbesi. ECnin Tbl HAYHeLb O0TBe4aTb OCKOPOIEHNsS MM Ha
OoCcKopOeHNs, TO TOMbKO eLe Gonblue pasoxkellb KOHINKT;

2. YnpaBnsu cBoen knbeppenyTtaunen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLLl,eCTByI'OT cnocobbl BbISICHUTbL, KTO CTOUT 3@ aHOHUMHbLIM
adKKayHTOM;

4. He cToMT BECTU XyNUraHcKuin obpas BUPTyanbHOM XU3HWU. VIHTEpHET hmKcupyeT Bce TBOU
OENCTBNSA U COXpaHSAET UX. YoanuTb ux 0yaeT KpanHe 3aTpygHUTENbHO;

5. CobGnopar cBOK BUPTYanbHYK YeCTb CMOMOAY;

6. WrHopupyi eguHnyHbIn Heratne. OgHOpPa3oBble OCKOPOUTENbHbIE COOBLLIEHUS nyylle
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HavYanbHOW cTaguu;

7. bBaH arpeccopa. B nporpammax o6meHa MrHOBEHHBLIMU COOBLLIEHUAMU, B COLMATbHBbIX CETAX
€CTb BO3MOXHOCTb GMOKMPOBKM OTNpPaBK1 COOBLLEHWI C OnpeaeneHHbIX aapecos;

8. Ecnu Tbl cBUaeTenb knbepbynnuHra. TBOU AeACTBUS: BLICTYNUTL NPOTMB NpecnenoBaTens,
nokasaTtb eMy, YTO ero AefCTBUS OLLeHNBAKTCHA HEFrAaTUBHO, MOAAEPXKATb XKEPTBY, KOTOPOW HyXXHa
ncmxornormyeckas NomMoLLb, COOOLUMTE B3POCHbIM O dhakTe arpeccCUBHOIroO NOBEAEHUS B CETW.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdoHbI 1 NNaHLWeTbl cogepxaT B cebe BnomHe B3pocrnblid pyHKLUMOHAnN, U
Tenepb OHU MOTYT KOHKYPUPOBaTb CO CTaLMOHapHbIMU KoMnbloTepamu. OgHako, CPEACTB 3aLLnThbl Ans
nogobHbIX YCTPOWMCTB NOKa 0YeHb Marno. TeCTUPOBaHME M NMOUCK YsI3BUMOCTEN B HUX NMPOUCXOAUT HE Tak
WHTEHCKBHO, kak ans MK, To xe camoe kacaeTcst 1 MOBUIbHBLIX NPUNOXEHWIA.

CoBpeMeHHble MOGUIbHbIe Bpay3epbl yXKe NPakTUYecku AorHamNM HacToNbHbIE aHanory, ogHaKko
paclumpeHune yHKUMOHaNa BneyveT 3a coboi 6onbLUyo COXHOCTb U MEHbLLYH 3aLLUULLEHHOCTb.



[aneko He Bce npon3BogunTenn BbinyCcKaroT obHoBMNEHNS, 3aKpbiBawLWne KpUTUHECKmMe ya3BMMOCTU
ana cBoux yCTpOIZCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNBHOIO TenerOHaI

Hudyero He aBnseTcsa no-HacToswemy 6ecnnatHeiM. Byab ocTopoxeH, Bedb koraa tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT BbITb CKPbITbI KaKMe-TO NnaTHbIe YCnyry;

Oymai, npexae Yem otnpaBute SMS, hoTo nnm Buaeo. Thl TOYHO 3HaeELb, rae oHu ByayT B
KOHEYHOM utore?

Heobxoammo 06HOBMATL OMNepaumoHHY0 CUCTEMY TBOEFO CMapTdoHa;
Wcnonb3ayii aHTUBMPYCHbIE NPOrpamMmmbl Anst MOOUbHLIX TeNedoHOB;

He 3arpyxai npunoxxeHnsa oT HEM3BECTHOrO UCTOYHMKA, BEAb OHU MOTYT COAEepXaTb BPEAOHOCHOE
nporpaMmmHoe obecneyeHue;

Mocne Toro kak Tbl BbIMAELb C CalTa, rae BBOAUN NUYHY0 MHOPMAaLMIO, 3ainan B HACTPOMKK
Opaysepa u yoanu cookies;

I'Iepmop,mqecwl HpOBepﬂVI, Kakme nnaTtHble YCInyrn aktuBupoBaHbl Ha TBOEM HOMEpPE;

[dasan cBon HoMep MOBUNBHOrO TenedoHa TONbKO NI0ASM, KOTOPbIX Thl 3HaELLb Y KOMY
AoBepsieLLb;

Bluetooth nomkeH GbITb BbIKMIOYEH, KOrda Thl UM He Nonb3yellibes. He 3abbiBalt nHoraa npoBepaTb
3TO.

Online urpbi

CoBpeMeHHble OHMaH-Urpbl - 3TO KpacoYyHble, 3axBaTblBaloLLME pasBrneyeHus, obbeamHsiowme
COTHM TbICSAY YENOBEK N0 Bcemy Mupy. rpokn uccnenyoT AaHHbIA UM MUp, 06LLatoTCst Apyr C OPYroMm,
BbINOMHSIIOT 3aaHUsi, CpaXkatoTCsl C MOHCTPaMM U Nory4vatoT onbIT. 3a yA0BONbLCTBME OHW MNaTAT:
MOKynawT AMUCK, onnaynsaT aboHEMEHT U NpMobpeTaloT Kakue-To onuuu.

Bce a1 cpeacTea uayT Ha noaaepXaHue 1 passuTUe UIPbl, a Takke Ha caMy 6e30nacHoOCTb:
COBEPLLEHCTBYHOTCSA CUCTEMbI aBTOPM3aLNK, BbiNycKaloTcsl HOBble NaTyum (LmMdpoBble 3annaTtkv ans
nporpamm), 3aKpbiBaloTCs YA3BUMOCTU CEPBEPOB.

B nogo6HbIx nrpax CtTouT onacatbCA He CTOJIbKO CBOMX CONEPHUKOB, CKOJIbKO KpaXXu TBOEro
napond, Ha KOTOpOM OCHOBaHa cuctemMma aBtTopusaunmn GonbLlUMHCTBA nrp.

OcCHoBHble coBeTbI N0 6e30MacHOCTU TBOETO UrpoBOro akKkayHTa:

1. Ecnwu gpyron urpok Beget cebs nnoxo unm cosgaet Tebe HenpuATHOCTU, 3abrOKMPYI ero B
CMUCKe UIrPOKOB;

2. Toxanyics aadMUHUCTpaTOpPaM Urpbl Ha NIIOX0E NOBEAEHME 3TOrO Urpoka, xenarenbHo
NPUNOXMTb KakMe-TO JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBal nu4Hyo uHopmauumio B npodpanne urpbl;
4. YBaxal Opyrux y4acTHUKOB MO Urpe;

5. He ycrtaHaBnusain HeoduumnanbHble NaTin U MoAbl;

6. Wcnonb3yn cnoxHble 1 pasHble Naponu;

7. [axe Bo BpemMA Urpbl He CTOUT OTKIKOYaTb aHTUBUPYC. Moka Thbl urpaellb, TBOWM KOMMNbOTEP
MOTyT 3apa3unTb.

PUWKHT Unn KpaXxa NMUYHbIX AaHHbIX

OOGbIYHOW KpaXKel AeHer U LOKYMEHTOB CErofHs ke HUKOro He yAWBULLb, HO C pasBUTUEM
WHTEPHET-TEXHOMOMIA 3NI0YMBbILLNEHHUKN NEPEMECTUNUCH B UHTEPHET, U NPOAOIKAIOT 3aHMMaTbCS
"nobumMbiM" genom.

Tak nosiBunacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA NN OULLIMHT, FMaBHas Liefb KOTOPOro
COCTOUT B MNOMyYeHUM KOHMAEHLMANBbHBIX AaHHbIX NONb3oBaTeNewn - TOrMHOB 1 napornen. Ha
aHrnuckom sa3sbike phishing untaetca kak duwmHr (ot fishing - ppibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIOM:



1. Cnepw 3a cBOUM akkayHTOM. Ecnun Tbl nogo3peBaellb, YTO TBOSI aHkeTa bbina B3nomaHa, To
HeobxoaMMOo 3abrIoKMpoBaTh €€ U COOOLMTL agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. V|CFIOJ'Ib3yI7I ©e3onacHble Be6-canThbl, B TOM 4ncne, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Wcnonb3yii cnoxHble 1 pasHble naponu. Takum obpa3om, ecnv Tebs B3foMatoT, TO
3/10YMbILLMIEHHMKM NOMNyYaT AOCTYM TONbKO K OAHOMY TBOEMY Npodusiio B CETH, a He KO BCEM;

4. Ecnwn tebsa Banomanu, To Heo6xoaumMo npegynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpbIE
nobaBneHbl y Tebs B Apy3bsiX, 0 TOM, YTO Tebs B3niomanu n, BO3MOXHO, OT TBOEro UMeHun byaet
paccbinaTbCs cnam U CCbISTKU Ha (OULLNHIOBbIE CaNThbl;

5. YcrtaHoBu HagexHbin naponb (PIN) Ha MoGUnbHbIA TenedoH;
6. OTkntoum coxpaHeHue napons B Gpaysepe;

7. He oTkpbiBan channbl 1 gpyrue BrOXEHNSA B MMCbMax, AaXe eCrni OHU NPULLNK OT TBOUX
apysen. Jlyywe yTouHM Yy HUX, OTNPaBnsivn nn oHn Tebe aTu dannsbl.

Undposas penyraums

Lindposas penyTtaums - 3T0 HeraTMBHas UnNu No3MTnBHasa MHpopmauus B ceTn o Tebe.
KomnpomeTupytowas nHpopmauums, pasMmeLleHHas B UHTEPHETE, MOXET Cepbe3HbiM 06pasom
0Tpa3nTbCsa Ha TBOEMN peanbHOM xu3Hu. "Lindposas penytaumnsa” - 3To TBOW UMUK, KOTOPbIN
dopmupyeTca u3 nHopmauum o Tebe B MHTEPHETE.

TBOE MECTO XNTENbCTBA, yqe6b|, TBOE d)VIHaHCOBoe NnonoXxeHne, 0COBEHHOCTH Xapakrtepa u
pacckasbl O ONn3KMX - BCe 3TO HaKannMBaeTCcs B CETU.

MHorue noapoCTKM NErKOMbICIIEHHO OTHOCATCS K NyOrmKaumMm nMyHoin nHdopmauum B MIHTepHeTe,
He NoHMMas BO3MOXHbIX nocreAcTeuit. Tl Aaxe He CMOXeLLb AoraAaThCsl 0 TOM, YTO dhoTorpadcus,
pa3mMellleHHasn 5 neT Hasag, cTana NpUYMHON oTKasa NpuHATL Tebs Ha paboTy.

KommeHTapun, pasmeLleHne TBomx chotorpacdun n apyrme AencTBUs MOryT HE UCYE3HYTb Aaxe
nocne TOro, Kak Tbl X yAanuwb. Tbl HE 3Haellb, KTO COXpaHun aTy nHdopmaumio, nonana ni oHa B
MOMCKOBbIE CUCTEMbBI 1 COXpPaHUNACh N1 OHa, a MMaBHOe: YTO NOAYMatoT O Tebe oKpyKatoLue niau,
KOTOpble HanayT 1 YBUAAT 3T0. HaTn nHopmauuio MHOro fneT CNycTs CMOXeT Mobo - kak U3 4obpbIx
noby>xaeHUn, Tak 1 ¢ HaMepeHMeM NPUYNHUTL Bped. ITO MOXKET ObITb KTO YroAHO.

OcHoBHble cOBEThI MO 3almTe LMdPOoBON penyTaunm:

1. TMogymait, npexae YemM 4YTo-To NyGNMKoBaTb M NepeaaBath y cebs B Griore unu B colmarnbHOi
ceTu;

2. B HacTponkax npoduns ycTaHoBW OrpaHU4eHus Ha MPOCMOTP TBOEro Npoduns n ero
COAepXNMoro, caenan ero Tonbko "anga apysen";

3. He pasmewan n He ykasbiBar MHOPMALMIO, KOTOPas MOXET KOro-rnmbo ockopbnate unm
obmxaTtb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LLKONBbHUKW - akTUBHbIE NOMb30BaTeNu LndpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3Hal0T, YTO MOJSIb30BAHME MHOIMMU BO3MOXHOCTSIMU LMdPOBOro Mypa TpebyeT cobnoaeHusi npas
Ha UHTENNeKTyanbHy COBCTBEHHOCTD.

TepmMuH "MHTennekTyansHas cobCTBEHHOCTL" OTHOCUTCS K PasnnyHbIM TBOPEHUSIM YENOBEYECKOTO
yMa, HauMHas ¢ HOBbIX N306peTeHuUiA U 3HakoB, 0603HaYatoLLMX COBCTBEHHOCTb HA NPOAYKTHI U YCRyru, 1
3aKkaHuMBas kHUramu, cotorpadusiMu, KUHOMUNbLMaMK U My3blKanbHLIMU NMPOU3BEAEHUSIMU.

ABTOpCKVEe NpaBa - 3T0 NpaBa Ha UHTENNEKTYarnbHyl0 COGCTBEHHOCTb Ha NMPOU3BEAEHUS HAayKW,
nuTepaTypbl U UCKyccTBa. ABTOPCKUE NpaBa BLICTYMNaloT B Ka4eCTBe rapaHTum TOoro, YTo
WHTENNEeKTyarnbHbIN/TBOPYECKUI TPy aBTopa He GyAeT HanpacHeIM, 4acT eMy cripaBenvBble
BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MoNy4uTb U3BECTHOCTb U NpusHaHue. Hukto
6e3 pa3pelleHnsi aBTopa He MOXEeT BOCMPOU3BOAUTL Ero NPov3BeAeHNe, PacnpoCTpaHsTb, NyGrMyHO
AEeMOHCTPUPOBaTh, MPOAAaBaTh, UMNOPTMPOBAaTh, MyckaTb B NpoKaT, NyGrNYHO UCMOMHATD,
MoKa3bIBaTb/MCMOSHATL B 3dhmpe Unm pasMeLlatb B MIHTepHeTe.

VMcnonb3oBaHue "I'IMpaTCKOFO" nporpaMmMHoOro obecrneyeHns MOXeT npunBecTn K MHOrMM puUcKam: OT
noTepun AaHHbIX K TBOUM akKkayHTamM 0 6J'IOKI/IpOBKI/1 TBOEero yCTpOI;ICTBa, roe ycrtaHoBlieHa HeneranbHasa



nporpamMmma. He ctouT Takke 3abbiBaTb, YTO CyLeCTBYHOT nerarbHble U 6ecnnaTHble nporpamMmmel,
KOTOpble MOXHO HanTW B CETMW.

O nopTtane

CeTeBUYOK.pd - TBOW rMaBHbIA COBETYMK B CETU. 34€Cb Thl MOXELLb Y3HaTbL 0 6€30MacHOCTM B
CETW NOHATHLIM U AOCTYMHbIM A3bIKOM, @ NPW BO3HUKHOBEHMN KPUTUYECKON CUTyaumm obpaTtnTbes 3a
COBETOM. A TakKe MPUHSTb y4acTUe B KOHKypcax U cTaTb caMbiM LUPOBbLIM rpaXkgaHnHOM!



